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Course Qutline

 Course introduction

« Chapter1: sensing modalities
o RMEE RS (inertial measurement units)
o 1Bk (camera-based system)
. HInERAER(1) (magnetometers)
.« WimERES(1) (magnetometers)
« S8 EAM (RF signal and beyond)
« Chapter 2: Energy-efficient Design
 ®IHRN (design principles)
« TE/IZ T (Energy harvesting design)
o HMEINFERIHEE (Other low-energy design schemes)
« Chapter 3: Privacy and Security
RGO HT (Security analysis)
SEEIE (side-channel attack)

Mobile OS security
Privacy
ATRE

» Frontiers on Sensing Technologies (B /A A 3TEIN)



What is loT (internet of things)?

By definition: loT technology wirelessly connect sensing devices with the
Internet, thus achieving novel applications
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Miniatured computer
Advances in wireless
communication

Advances in algorithm
and computing power

>
Personalized computer “Little” computers Intelligent Assistant
Computing power * E.g., smartphones « E.g., smart
E.g., e-mail speakers (VNE[FE=F

)




What is Sensing System?

* Why sensing technologies are essential?




What is Sensing System?

* Why sensing technologies are essential?




Sensing Systems are Changing Our Lives

* Authentication
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Face recognition Fingerprint scanner Behavioral biometrics

(TAEMER)




Sensing Systems are Changing Our Lives

» Healthcare sensing

Capsule endoscopy Blood sugar analysis
(REBR) [RAZERER MMME(X (e.g., Google lens,

Mojo lens)




Sensing Systems are Changing Our Lives

« Smart transportation
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Navigation system Pothole detection Self-driving cars




. How to Design Your Sensing Application?

«Step 1: What problem you want to solve?

«Step 2: Examine the 4 key design principles




= What Problem You Want to Solve?

- Y 3 A
Is it a REAL problem?

Is it a REAL problem?
Is it a REAL problem?




Sensing Modalities

Computation
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Power and Energy
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Connectivity
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Computation

 How can we use the sensing modalities to achieve the goal
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Programming model Data management Signal processing Security
* Embedded e Storage * Digitization  Digital, analog
* Mobile  (Queries * Machine learningand < Privacy

 Edge/Cloud inference




Power/Energy

* How will we power nodes? What are the energy constraints?

s Oy A b

Infrastructure Battery Energy harvest

* Electricity power grid * Rechargable or not?  Ambient, wireless power,
e.g., wind, solar, waves,
human activity, RF




Connectivity

Device’s data rate

Giga bytes :
per day
Bytes per da A few hours 20 years
ytes per day @ Afew GLEN
Body/room Battery life
Factory/campus

Device-to-gateway range



So, how should | desigh my sensing system

* [t is hard, think about optimizing your goal in a 4D dimension

For example, small sensing
systems are usually
resource constraint!




. So, how should I build my sensing system

My suggestion:
* Know your design goal

* One thing at a time (you can only satisfy one design
goal)

* Build the prototype as soon as possible
* |terate a lot




Appl: Dashcam Application

» Goal:
« Design a dashcam (1TZE1C3%{X) with only your phone
 Collision warning system
* Design principles:
« Use camera for detecting back of a car
* Use embedded ML to detect cars







App2: Camera-free Driving Assistance System

e Goal:

« Can we detect dangerous behaviors without using cameras? Because
camera cannot “see” at night or bad weathers

* Design choice:
« Use inertial measurement units (IMU) for detection




“® WLAN networks available

. vsenselane

V-Sense II, 2015, RTCL, UM




App3: Did You Turn On Your Turn Signal?

» Goal
« Can we detect turn signal misuse by using accessible device(s)?

 Design choice
* IMU is great, can we use it here?







App4: Finding Lost Items
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* Goal: , !
« Can we find lost item easily? " (eyEiidingiten (b} AR Bagiging

 Design choice:

« Using Bluetooth signal strength for indicating distance. Can we do it
better?
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App5: Hand Motion Capture

e Goal:

* Motion capture is important; cameras are not idea due to the visibility
iIssue. Can we do better?

* The key challenge is the sensing accuracy. IMUs are not idea either

 Design choice
» Leveraging magnetometers.




-Inﬂ"hull”unnnnv"unlunun RERE

IllllllIIIIIllIllI\lllllllllll

"uuuo..uunnou-uuuuuuuuuunuua«

llllllllllll‘lllllllll‘llllll

it LT PP PP r P popaae
.......".“..‘




Miniature Robot

* How to lower energy cost while assuring accuracy?







You Can Design Your Own Sensing Systems!




Exemplary Projects

« Safe driving analysis by using
accelerometer and gyroscope

* Pervasive face touching detection
method




" When you’re confused, read papers

* Mobile and Sensing systems: MobiCom, MobiSys, h.
SenSys KEEP

« Human-Computer Interaction: UbiComp, CHI, UIST, CALM
MobileHCI AND

« Communication protocol: SIGCOMM, NSDI, READ

CoNEXT PAPERS

« Security system: USENIX Security, CCS, NDSS,
IEEE Security & Privacy (Oakland)

» Cross-disciplinary Fields: Nature Communications,
Nature Sensors




How to Read a Paper

* First pass
* Title, Abstract
 Figures (illustrations? important results?)
* Intro & conclusions
« References

« Second pass
* Overview, related work, or background secti
 Figures in detalls

* Third pass
 Read in detail
 Mark references for future read

TurnsMap: Enhancing Driving Safety at Intersections with Mobile
Crowdsensing and Deep Learning

DONGYAQO CHEN, University of Michigan, Ann Arbor, USA

KANG G. SHIN, University of Michigan, Ann Arbor, USA

Left turns are known to be one of the most dang; driving I An effective way to mitigate this safety risk is to
install a left-turn enforcement — e.g., a protected left-turn signal or all-way stop signs — at every turn that preserves a traffic
phase exclusively for left turns. Although this protection scheme can significantly increase the driving safety, information on

whether or not a road segment (e.g., intersection) has such a setting is not yet available to the public and navigation systems.

This paper presents a system, called TurnsMap, that exploits mobile crowdsensing and deep learning to classify the protection
settings of left turns. One of our key findings is that crowdsensed IMU sensor (i.e., gyroscope and accelerometer) data from
onboard mobile devices can be used to recognize different types of left-turn protection. TurnsMap first collects IMU sensor data
from mobile devices or smartphones carried by the driver/passenger(s) in a moving car. It then feeds the data to an analytics
engine powered by (1) a data mining engine for extracting and clustering left turns by processing raw IMU data, and (2) a
deep-learning pipeline for learning the model from the IMU data to identify the protection type of each left turn.

‘We have built and used a large-scale real-world driving dataset to evaluate TurnsMap, demonstrating its capability of
identifying different left-turn enforcements with 90.3% accuracy. A wide range of automotive apps can benefit (e.g., enhancing
traffic safety) from the left-turns information unearthed by TurnsMap.

CCS Concepts: * H ed — Ubigui and mobile computing systems and tools;
Additional Key Words and Phrases: Transportation Safety, Mobile Sensing, Machine Learning

ACM Reference Format:

Dongyao Chen and Kang G. Shin. 2019. TurnsMap: Enhancing Driving Safety at Intersections with Mobile Crowdsensing.
and Deep Learning. Proc. ACM Interact. Mob. Wearable Ubiquitous Technol. 3, 3, Article 78 (September 2019), 22 pages.
https://doi.org/10.1145/3351236

1 INTRODUCTION

Left turns are one of the most dangerous driving maneuvers that account for a large percentage of fatal traffic
accidents [1]. For example, among the different driving maneuvers at intersections, left-turns are reported to be the
deadliest due to oncoming (interrupting) traffic and pedestrians crossing the street the car is turning onto. According
to a survey report by the U.S. Department of Transportation, left-turns-related accidents alone constitute 53% of all
intersection-related crashes in the U.S. [1]. In fact, to mitigate left-turns-related accidents, some companies like
UPS are enforcing their delivery trucks to avoid, if possible, all left turns [2].

!In this paper, we focus on right-hand traffic countries. Our approach can be applied for right turns in left-hand traffic countries.

Authors” addresses: Dongyao Chen, University of Michigan, Ann Arbor, USA, chendy@umich.edu; Kang G. Shin, University of Michigan,
Ann Arbor, USA, kgshin@umich.edu.
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