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Building the Security Mindset

« Understanding the mechanism
* Define and detail an effective attack model

* Thorough evaluation




How to Pick a Lock!







Outline

« Security for different sensing modalities
 Attack on microphone (LightCommand)
 Attack on IMU (Wallnut)

« Eavesdropping on IMU (VeFi)
« Secure I/O devices (DualStrike)

* For loT Systems
 Attack on Hall-effect Sensors and Power Grid (Hall spoofing)
« Secure Connections between loT devices (BLE Guardian and VAuth)
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Accurate, Real-time

Eavesdropping and Injection of Keystrokes
on Commodity Keyboards

Xiaomeng Chen, Jike Wang, Zhenyu Chen, Qi Alfred Chen, Xinbing Wang,
Dongyao Chen



Hall-effect keyboard vs Mechanical keyboard

* A keyboard consists of three main components: switches, a scanning
circuit, and a communication port.

=\
Processor () * 2.46

iR —
= Bluetooth
<_ . = USB,2.4G
1IN B _ I
Switches Scanning Communication

On a Keyboard Circuit Port



Hall-effect keyboard vs Mechanical keyboard

* A keyboard consists of three main components: switches, a scanning
circuit, and a communication port.

After scanning  After communicating

Processor lEll * 2.4G

E@@®® ...... \ :_>,(—_'8'a ."- Bluetooth
E @%[B ....... i:;—\___\o'j<— !- USB,2.4G

| was Tapped —> The Key 2" _ . (9
@ PP was Tapped Text: Z



Hall-effect keyboard vs Mechanical keyboard

* A keyboard consists of three main components: switches, a scanning
circuit, and a communication port.

Mechanical vs Hall-effect

Key difference:

Keystroke sensing
mechanism

(z):1 was Tapped AT How is %sensed?




Hall-effect keyboard vs Mechanical keyboard

Mechanical Switch

Contact-based! Before pressing  After pressing

LT

TR

o '. ' o Keystroke
* Need fully pressed to register a keystroke



Hall effect keyboard vs Mechanical keyboard

Hall effect Switch

Stem

Permanent
Magnet

Bl

Spﬁng

5 oo w s

Measure
perpendicular
EJ ng%?ﬁgr magnetic field

hall

’ " Hall sensor Vout < B




Hall-effect keyboard vs Mechanical keyboard

Hall-effect Switch

Contactless! Before pressing After pressing

magnet |

by L e n

\‘J/

‘B Hall sensor ‘ Keystroke
detected!




Hall-effect keyboard vs Mechanical keyboard

Customizable key travel: 0.1 mm and 4 mm, granularity of 0.1 mm
for SteelSeries Apex Pro Hall-effect keyboard

Quicker response time: favorable in high-performance keyboard applications

@ Longer lifespan: > 100 million click

Mechanical Switch Hall Effect Switch

Before pressing After pressing Before pressing After pressing
1 Fixed Adjustable

Tavel @@= @ B " Travel

R T Distance magnet oml @ f Distance
n.';" nr —Jl . l y ' bl .|
- W ' W
ta\ \\_./ ] ¥ / ~4_‘< q'
g '\ U
o Keystroke o o’ Keystroke
detected! . Hall sensor . detected!




Hall-effect keyboard vs Mechanical keyboard

Customizable key travel: 0.1 mm and 4 mm, granularity of 0.1 mm
for SteelSeries Apex Pro Hall-effect keyboard

Quicker response time: favorable in high-performance keyboard applications

@ Longer lifespan: > 100 million click

Favored




Fast-emerging Hall effect keyboard

» Hall-effect keyboard models recorded an average growth rate of 82.60% every three months.

* Hall-effect keyboard market size exhibits a CAGR of 18.7% since 2024.
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Hall-Effect Switch can be the Root Cause

high sensitivity
Hall-effect ors
Switch’s { durability
reliability Customizable key travel

111’ E— Quicker response time

= we . Usertapping (3) Longer lifespan




Hall-Effect Switch can be the Root Cause

*However, it can also be the root cause for:
Eavesdropping Keystroke Injection

lll’ User tapping User not
- "P- o

4" ri . tapping
M lJl
\ ‘ J/ / / Keystroke
\' // "\ detected!
O Akey is l , ‘\

Attacker tapped ! Attacker




Existing Keyboard Attacks
Only Eavesdropping:

 leveraging side-channel signals such as visual, acoustic, and electromagnetic
information to infer current keystrokes.

Only Keystroke injection:

« BadUSB attack: use of reprogrammed USB devices to mimic keyboards injecting
malicious fake keystrokes

LSO . Authentication
SLULSTRARE - Windows 8 + Kaspersky @




Existing Keyboard Attacks
Only Keystroke injection:

« EMI injection: GhostType enables contactless keystroke via electromagnetic

interference (EMI).

However, GhostType:
(i) Requires synchronization
(ii)) EMI generation devices: signal generator, amplifier

(iii) Cannot achieve per-key injection




A practical attack on keyboard should be :
Eavesdropping + Keystroke injection

Tolerate
real-world
disturbance
e.qg. displacment

Non-invasive,
per-key
injection

Real-time Credential,
eavesdropping | Private info..

Malicious actions
Login system, Inject sudo command

= # By

Delete files Inject malware File tam

|y —




DualStrike:

The first attack scheme that can perform:
(i) keyboard listening and

(ii) , keystroke injection
on Hall-effect keyboards, and can also

(iii) mitigate real-world disruptions such as keyboard
displacement



Attack model

gAttack goal: both eavesdrop and malicious input injection

@1 Prior Knowledge: Known keyboard model and characteristics

& Non-contact & Invasive: covert, no modification

>db
“’v"‘Stealthy deployment: attack device beneath table




Attack scenarios

* Eavesdropping: capture sensitive information, infer user liveness

* Injection: With sensitive context, attacker can implement several attack vectors

KeyStroke Injection

Malicious Command

Eavesdropping

Root Password

F======="7

I N —

System Password

3 3 3¢ 3k 3 %k 3% Kk

File tampering

ﬁ *kkkkkkkk




Questions: Q

Although hall-effect switch can be the root cause, however:
1. How much magnetic field strength is needed to trigger a keystroke?
2. Can magnetometers sense the movement of magnetic switches?

2. What is the internal scanning mechanism of hall-effect keyboard?



Characterizing Hall-effect Keyboards -- Hall-effect Switches

r_-' Keyboard [

Height
Vernier
Caliper

-

use vernier caliper emulate
Replaced MLX90393 sensor travel distances from 0 1 to 4 mm




Characterizing Hall-effect Keyboards -- Hall-effect Switches

Magnetometer Reading (mT)

-
50 I £10
Default 2
401 | 5 9
Key Travel ®
301 | Distance ; 8
20 £
g 7
| Q
00 05 1.0 15 20 25 3.0 35 40 = 0.2 0.4 0.6 0.8 1.0
Key Press Distance (mm) Key Press Distance (mm)

 <Imm: preferred key travel distance
* When <1 mm, only 9 mT is needed to trigger a keystroke

 Commodity magnetometers can capture the variance of the magnetic field



Characterizing hall-effect keyboards -- Scanning Circuit

* We disassembled six popular off-the-shelf Hall-effect key boards and reverse-

engineered their scanning circuits. Use oscilloscope to monitor signal.

. TF TV
| Oscilloscope jf’j;’{,

— — —
W — ——

GND
Out_put;

vCcC




Characterizing hall-effect keyboards -- Scanning Circuit

Hall Effect i -.
i Matrix circuit Multlple():(ifz u|i|jctegrated

vcc Fﬁ; Columnl Column2 Groupa Group2

Output

Common = =
input for
ROWI Rl ? ------------------- ? —

Common
X Out
inputfo\rf%_ Outputa Outputy utputy
Row?2 R2 B B ¥ 1
' MUXz2

Common \ \
Output2 Output
input for P PULS utputsg
Row3 L TN B S ¥ ) — 1
Output3 Output6 ~ol " | Address2
Outputb

ADCa ADC2
Common Common ADCa GPIO[1ADC2
output MCU output

forCa for C2 MCU




Characterizing hall-effect keyboards -- Scanning Circuit

k70 Pro Max 900 pus

Reddragon M61 1000 s
DrunkDeer A75 Pro 880 s

* Hall-effect keyboards have shorter scan cycles compared to traditional
keyboards (2.4 ms to 8.2 ms)




Design Challenges:

» Attack device: design powerful electromagnets with confined form factor

* High-frequency magnetic injection:

we use magnetometer as spoofing device. How to utilize hall-effect keyboard’s
rapid sensing to achieve High-frequency magnetic injection, regardless of
Inductrive characteristics of electromagnets

* Alignment of attack device:
users may adjust the keyboard’s position based on personal habits.

How to successfully executing keystroke injection attacks despite misalignment



Design of DualStrike Attack Device --- System Overview

M NN EEE SN SN BEE SN SEE NS SN NN SEE SEE SN SEE S BEE SN S ey

Keystroke Eavesdropping

\ Keystroke Injection

' Real-time
6 : text Design element 1
@?D d/ % Optimal Attack Electromagnet
passwora/, @@ T eesecas———-
= - Sensitive | - Design elemen.t 2
High-frequency Spoofing Circuit
mformatlon: _____ B T . e
esign elemen
I\ﬂa_g_n_e Eo_n'_ie_tc_er_a_r[a_y -------- , Attack Device @g\+
-~ N " Designelement4 T, T,,
Misalighment calibration Attack Parameters V..

displacement

I

E8 3
Utilize inferred keystrokes
Calculate dx/dy/0

lAccurate, high-APM injection

. Malicious

Calibration for command, etc.

displacement



Design of DualStrike Attack Device --- Eavesdropping
HaII effect keyboard

Common — st
desk \° , / How to accurately catch
' each tap
thickness

! & S ’52 ’53 »y sS: and
tapped key?

& S: » S & s, A& Sg

PCB--4*2 miIx90393 magnetometer array



Design of DualStrike Attack Device --- Eavesdropping

Peak Keystroke

Preprocessin . cpe o
P & Detection Classification

Magnetometer 1 &3

* Subtracted offset to eliminate environmental noise + Savitzky-Golay (SG) filter



Design of DualStrike Attack Device --- Eavesdropping

Peak Keystroke

Preprocessin : cpe  Le
P & Detection Classification

Magnetometer 1

F || || | | -___- ___________________
_ e I
I'; 300 Total Field
~ — E |
| £ 200 L I Flat Segment ||
8 I I Peak Segment I
I & 100 I i Y-axis I
5 I | — Z-axis [ |
(0] ]
e 0 I I I I
2 ey phentl shaskenbendiondbacd
O _ ]
| £-100 11 [ l
I = -200 Pl I I
[T E———— — .
| Raw data Peak detection

* Overall magneticfield strength of each sensor: B, erqi1 = \/mag,zc + magjz, + mag?

e Extract the local maximum and detect peak (keystroke events)



Design of DualStrike Attack Device --- Eavesdropping

Preprocessin Peak Keystroke
P 8 Detection Classification
XY Z

Sensor 1
E 20 Total Field sensor 1 MLP 0'01 Key ”0”
= —— Envelope Kev “1”
é 15] l Ef;fg?;g;:ztnt Sensor 2 m g.zi Kez “2”
¥ I - ‘= n
Ew‘ I Sensor3 G —) ms) [0.00| Key“3
S | I oooooo L
g h/J 1 N Ay CVE L T 0.00| Key “n
S ol 1 Sensor 8 G 0.00| Key “m”

| Peak detection

L e e e m m — — - — 4

* Input the reading of all magnetometers in peak time, and classify with a lightweight MLP model



Design of DualStrike Attack Device --- Injection

Attack Unit(Electromagnet) Design
How to optimal Attack Electromagnet?
Attack unit driving circuit 4
How to achieve high-frequency spoofing circuit?

$

Whole Attack Device
How to integrate a universal attack device?

$

Attack Parameter
How to specific attack parameter for each keyboard?

////////////'
U

=

=

i
1
AN

t>




Design of DualStrike Attack Device --- Injection

Accurate,

Keystroke Injection high-APM injection
Design element 1

Optimal Attack Electromagnet

Design element 2
High-frequency Spoofing Circuit

Design element 3 N .« .
Attack Device etc. inject 40 characters
""" Design slementd 7, 7. within 200 ms
Attack Parameters Vattack

- faster than the human
reaction time!



Injection (Design of Electromagnet)

] ] Suction Electromagnet
What type: solenoid or suction? With extra shielding

. . Magnetic Core Copper wire
Solenoid Electromagnet  Suction Electromagnet ;..4ino (shared) (shared)




Injection (Design of Electromagnet)

What type: solenoid or suction?
--- Finite element analysis (FEA) analysis

Physical model FEA model

Magnetic field contour

Solenoid
Electromagnet

more
concentrate®
field on

one side
Suction

Electromagnet




Injection (Design of Electromagnet)

What type: solenoid or suction?
--- Finite element analysis (FEA) analysis

dlStanCe Magnetic Field Strength Comparison (12-37 mm)

B d Suction
_: _— ——  Solenoid
= — ——

80

60

Physical
model

40

Magnetic Field Strength [mTesla]

201

solenoi

15 20 25 30 35
Distance [mm]

 Suction exhibits stronger magnetic field strength on



Injection (Design of Electromagnet)

type: suction Vv
What size: shell thickness (W), height (H),
core diameter(D1), and overall diameter (D2) ?

magnetic Copper
shielding Core wire
Suction —
Electromagnet Height H
Thicknesg’i_;‘_ N . ' g
w - Core Diameter D, '
-

' Electromagnet Diameter D'



Injection (Design of Electromagnet)

What size: shell thickness (W)?

magnetic Copper
shielding Core  wire

| L

' &\l ___________ _____ - W/0 shield
N | . == w/shield 1Imm
— - w/shield 2mm
-« w/ shield 3mm
--\N/shuﬂd()Snnn

Magnetic Field Strength (Normalized)

l i
! l"“"‘""‘““"""f“""""ThlCknESS 1mm
| N is-enough
: oo ---------------- :
[ 0 5 10 15 20 25
Sl " // B(d)

Thickness | E '\ |
w | LUL!—’




Injection (Design of Electromagnet)

What size: core diameter(D1), and overall diameter (D2) ?

1.0

— ratio 1/8

—_ aiova | Core ratio V2

magnetic Copper 0.8 T TR .
shielding ~ Core i o is good
0.61- — ratio 5/8 l
- = ratio 3/4

Key spacing
is 19.05mm

!

Magnetic Field Strength (Normalized)

C-gre Diameter’il D 1 :8 mm
> Electromagnet Diameter D, a D 2 . 1 6 mm

core-to-diameter ratio D, | D,



Injection (Design of Electromagnet)

What size: height (H) ?

magnetic

shielding

|

Core

|

Copper
wire

|

Height H

Magnetic Field Strength (Normalized)

1.0

XU T —— ratio 16/16
L | | -~~~ ratio 25/16
| — ratio 32/16

_____________________________________________________

__________________________________________________




Injection (High-frequency Magnetic Spoofing)

Electromagnet can be modelled as a RL model

O

e

R|| Resistor

L
L 2 Inductance l



Injection (High-frequency Magnetic Spoofing)

Electromagnet can be modelled as a RL model

vl_m 1=E(1—:—/t/r)

t=L/R

\/

How fast circuit
responds to input
changes




Injection (High-frequency Magnetic Spoofing)

Electromagnet can be modelled as a RL model

{Y_ | t=t =»/=0.632Imax
|

o J . . t=57=>» 1= Imax

N | T _
R e //——;\ For our optimal electromagnet

ol —f ! S~ R=1800, L = 0.18H

tot=c  t=5t T 3 need sms to reach Imax!

Keyboard Type Scanning Type Cycle
Wooting 60 HE MUX—integrated 375 us ) )
IS(t:;(lisoelI;els\Igg-CP ﬁ;t;}—(integrated 2?20u;s Th l S l s m UCh l ar ger th an
Resineon T Vs ] keyboard cycle time!
DrunkDeer A75 Pro Matrix 880 s |




Injection (High-frequency Magnetic Spoofing)

How to speed up current preparing?

t=t =>I=0.632Imax the fastest current rise
—) occurs during
t=57=>/ = Imax the initial T period !

We can apply higher voltage in this phase,
use this phase to reach Imax even faster

A Warm-up phase!



Injection (High-frequency Magnetic Spoofing)

How to speed up current preparing?
-> we use one more voltage

i B E@_/@—“ y

_[_
| |




Injection (High-frequency Magnetic Spoofing)
How to speed up current preparing?
- in warm-up phase, we apply higher voltage

(2 R

V=V1ixul®) —ult—1))+V2 xu(t—r1)




Injection (High-frequency Magnetic Spoofing)
How to speed up current preparing?
- in warm-up phase, we apply higher voltage

IfImax=12=V2 /R
In warm-up phase, we apply V1 = V2/0.632, reach I2 when t= 1



Injection (High-frequency Magnetic Spoofing)
How to speed up current preparing?
-> after this, maintain this max current

&= }g
|

Switch VitoV2whent>Tt




Injection (High-frequency Magnetic Spoofing)

rise time from 5t - t
enabling a 5x switching frequency



Injection (Attack device design)

We now have the eavesdropping magnetometer array, and
the injection electromagnet array.

Keydous NJ98-CP / 100% WOOTING 60HE / 60%

SteelSeries Apex Pro/100%

3 'HT‘H’NUL;;LL‘LL_.L
J lllllll\l \_‘.L;'
= FTTT] CITET e

LI Illl ‘ f"‘\

-» H'wa i o | A AR
= I =Tk TR

Corasir K70 Pro/100% REDRAGON M61/60%

41

- However, Hall-effect keyboards come in different size
- How to assemble a universal attack device



Injection (Attack device design)

Function Key Area

Main Keyboard Area Numeric Key Area Main Keyboard Area
100% Hall effect keyboard 60% Hall effect keyboard

- The layout of the main typing area is highly consistent
- We focus on this part



Injection (Attack device design)
--Universal electromagnet layout

We target 51 keys, and their spacing/arrangement aligns
with the main keyboard area

Type Details

Letters abcdefghijklmnopqrstuvwxyz
Symbol Keys -

Control Keys Shift,Ctrl,alt,O0S,Esc,Backspace,Enter,CapsLk
Numeric Keys 1234567890

Whitespace T




Injection (Attack device design)
--Universal electromagnet layout

We target 51 keys, and their spacing/arrangement aligns
with the main keyboard area Electromagnet

= IENNNNNL I

—ﬂ":. :\\ll,,, o3
® e
A 7 > »
5 7 " %




Injection (Attack device design)
--Power supply && Switching for electromagnets

Boost
Batteryl converterl

=7 DC/DC —0 0—

i
i
i
i
i
12-65V 1|
i
i
i
i
™ |

0

0

0

0

: 12V 60V Key ‘Q’ Key ‘W’ Key ‘E’ Key R Key ‘T’ VIN
I 12v o—. l-c/ L

I E DC/DC 40de N B

[ J GND
IBattery2 Boost |

0

L u N N N N &N B B B BN _§N | ~
\\\
~

MCU GPIO+

I
I

Battery + boost converter i |0 Expander
| —
I
I
I

4
|
|
:
=) wanted (V) + V) |
i Control each
|

MCU
L {i} electromagnet




--Power supply && Switching for electromagnets
Control

Injection (Attack device design)

Ehiklighiai

Module

UL



Injection (Attack device design)
--Listening magnetometer array

I I

4*2 magnetometer
array

==m) Thus, our attack device can simultaneous perform
listening + eavesdrop in a universal layout!



Injection (Attack Parameters design)

How to achieve an accurate keystroke injection?
—>There could be multiple consequences when
injecting a keystroke

82 [a] [s]-] [WIA]

Attacker

o2 [A] [s[s] [-[-] [s[W]

Victim




Injection (Attack Parameters design)

We define three parameters:
1) voltage activation time T,
2) voltage deactivation time T ;¢

3) Activation voltage V ;iack

"4 1stinjection 2"d injection
Vi - . /
- Vol - 4- '
VattackT
+ 70 I ! !
—pa—— T



Injection (Attack Parameters design)

scanning mechanism:
In a scan cycle keyboard scans all keys

l/ .
; : In key ‘A’s scan time, if it detects ‘A’ is

>( v tapped, Keystroke ‘A’ is registered!

AIIBI IC IAIIBI IC




Injection (Attack Parameters design)

scanning mechanism:
There is a debounce mechanism

BN

; N A keystroke to be detected in

\l/ N
> ><§l two consecutive scan cycles!
'A''B

llcl IAIIBIIC

T - [T] -

| G T

|

Tcycle



Injection (Attack Parameters design)

1) voltage activation time T,
Activation time

-I

%
2 Tcycle

If activation time 2 2* T';,,.;., debounce is satisfied!
Also synchronization-free.



Injection (Attack Parameters design)

1) voltage activation time T,
Thus Ty, 2 T+ 2% Teycpe

Also if T, is too long, there could be overtrigger.
smallest over-trigger for windows/ubuntu/macos is 300ms

300ms 2T, 2T+2* Ty



Injection (Attack Parameters design)

2) deactivation time T ¢ ¢
3) Activation voltage V ,i¢ack

V sttack: make sure magnetic field exceed the threshold
depend on environment.

Ty sr: For two consecutive keystrokes:
if Torr = 0 - identify as one key

Tmin < Ton < Tmaxa ‘/attack > Vmina Toff =0 Keynow 7£ Keynext
Tmin < Ton < Tmax, %ttack > Vmina Toff — Tcycle KeYnow — Keynext



Displacement Calibration

Now we can accurately listen and inject when aligned
->what if displaced during usage?

Attack device layout(original keyboard layout)

oz [ s e s Loz de Jlo Jlo JL e Jlmme ™

= TaJw] = Lo 3« s e e Lo Lo Lo LA
e )3 e w e [ < o Jo I Jo e [ 0 [

N

| J[ Cdn;-lmk [ A ’ 5 ’ D ‘ ¥ ,’ G ’, H ,’ J | K I I I - :
| 0s ]: Alt ”m ZIX|IC|V B f N M\’ ' ‘ Q/
o - . Alt oS .

Keyboard shifted Actual keyboard Iayout'

In this case, dx = 6cm, dy = 2cm




Displacement Calibration
—->How can we infer this displacement?

Attacker can prompt victim to input specific
pre-determined keys

OOOOOO
PPPPPP

RRRRRRR
nnnnnnn

o Dbt

S

Etc. predetermined Wi-Fi password in library/coffee shop



Displacement Calibration
- Use pre-determined sequence to infer

victim inputs this pre-determined sequence(e.g. wifi password)
In listening, the listened keys changed due to movement
If password is '26B.

Key Key
Attack device layout(original keyboard layout) . true P redicted
ELULLLELEEL L~ ] "2° >"7
| | Q| ‘:'~_\1‘2;3\4|5 6&7_’8_9_’&!_- + / 1
\Cwstock[AJrS‘ ola|w| e a ] ] (o] Jode || o] 1] ¥6_/ 6 - O
BEnnnn | | =
s| B > S
y 2o 10 o o] —
Keyboard shifted Actual keyboard layout | H 9 H




Displacement Calibration

->calculate displacement with this key pairs
Each key has a 2D coordinate:

(kQYt‘rue: keypredicted) - (pOSt‘rue» pospredicted)
With inference confidence:

(kBYtrue: ke)’predicted: p) - (pOStrue: pXOSpredicted: P)




Displacement Calibration
—->we can apply a weighted least-squares (WLS) algorithm to
estimate the displacement (dx,dy,0)

min Z Hpospredlcted ? (R(H) ' pOStrue,i + [dX7 dY]T)HQ P

dx,dy,6 —
Attack device layout(original keyboard layout) (keYirues K€Ypredicted: P)
ELLLLLLLLLL LT =T (2] = oast
TV e L e L L L] = _
"’L““[AIFS“ [ [E {R(TH,U‘I {ofP.\_{ s Iat] L2 (6,0,0.97) jx=6.5ocm
e J[ZJ[c Lok ’ ‘A 1 $ [D ‘ F !G ’ H LK ,l ol 0] | e ‘ g | == (B,S,0.99) cht;i.:O:Ed
dy o oo [ =] o | ity | == (.,H,0.99) -

Keyb‘oa rd shifted | | Actual keyboa rd layout



Displacement Calibration

—>after obtain displacement, we can apply remapping to
inferred keys and injected keys

—infer and inject the right keys! 5 | == (2,T,0.98)

— —

Infer: a press intended for “2” may be sniffed as “T”
pOScali o R—l(e) . (pOS o [dX, dy]T)

eavesdrop —
Injection: if the attacker intends to press key “2”, remap, and
find the nearest key to new position

- attack key ‘T’ now

eavesdrop

post?’ = R(H) - POS;yieet + AT, dy]T.

inject



Displacement Calibration

—>after obtain displacement, we can apply remapping to
inferred keys and injected keys

—infer and inject the right keys! 5 | == (2,T,0.98)

— —

Infer: a press intended for “2” may be sniffed as “T”
pOScali o R—l(e) . (pOS o [dX, dy]T)

eavesdrop —
Injection: if the attacker intends to press key “2”, remap, and
find the nearest key to new position

- attack key ‘T’ now

eavesdrop

post?’ = R(H) - POS;yieet + AT, dy]T.

inject






Hall Spoofing: A Noninvasive DoS
Attack on Grid-Tied Solar Inverter

Credit: Anomadarshi Barua, Mohammad Abdullah Al Faruque

Department of Electrical Engineering and Computer Science, University of California, Irvine (UCI)




Solar Inverter Market Growth

Annual Total Microgrid Power Capacity and Implementation Spending by Region,
World Markets: 2019-2028

25,000 — mwwm North America ~ Europe e $45,000 Small hydro 42.7 Biofuels 27.3 Geothermal
== Asia Pacific e Latin America 19.8
~ Middle East & Africa ~——Total Spending /| e ,
o e
_ $30,000 1155
e $25,000 B
g "
=7 - $20,000 =
10,000 @ Solar 1,349
- $15,000
5,000 - $10:008
- - $5,000
= 2= =5 = ._x._‘ ‘._';! = = = s

2019 2020 2021 2022 2023 2024 2025 2026 2027 2028

(Source: Navigant Research)




Solar Inverter ( HARIFLZF

- FARFLER (PVinverterE‘gsolarinverter) A LUK (PV) K
e 7I‘&FZ’L_E/]|:'J’”\ MEBERAMEBEMERE (AC) FIUE
%‘%, Al REI ARG, e %HE’]EHH@% i




Hall voltage/current sensors
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Contributions

* A new attack on the Hall sensor
« Algorithms and attack tool (i.e., Embedded Hall Spoofing Controller)

« Validation in a testbed with a scaled-down model of a power grid
« Evaluation in a medium-sized 2.3 MW grid
« Countermeasures




Hall Sensor Basics

B: Magnetic Flux
X F: Lorentz Force

I: Current
Saturation

Input Current

F =Y

=

o0

=

X

=
Output Voltage

Magnetic Flux Density, B

LN ' 1,3: Input Terminal
Vu X
j N | 2,4: Output Terminal

Hall Qutput Voltage
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The Embedded Hall Spoofing Controller

Spoofing controller




placed 8cm away from
the inverter

Grid-tied solar
' inverter with a

steel shield

Solar panel
emulator

"~ Small-scaled

grid load
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Spoofing the Grid-Tied Inverter Frequency
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Attack-Impact with Spoofing-Power
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Attack Evaluation in a Practical Grid
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Countermeasures

* Sensing presence of external magnetic field
« Secured surrounding environment

« Shielding: CO-NETICAA, NETIC S3-6, and MuMETAL

« Robust sensors: differential Hall effect sensors




Summary

« A new attack on the Hall sensor

« Algorithms and attack tool (i.e., Embedded Hall Spoofing
Controller)

 Validation and evaluation of the attack model




LOTS of Connected Devices

Contents adapted from Kassem Fawaz







Hands-Free User-Device Interactions

Direct
- User = device
- Voice-based Interaction

- 30% of interactions through
“conversations” with smart
machines

Indirect

- User = hub - device
- Bluetooth Low Energy (BLE) .

- 75K unique products with User Hub/gateway loT
BLE support

Device




With great power comes great
responsibility




Security and Privacy of User-Device
Interactions

Do you share my
info with third
parties?

Bluetooth Low Energy

Voice interactions

Hands-free interactions

102



BLE Security

e Black Hat 2016 and DEF CON 2016
e “80 % of those BLE smart devices are vulnerable to MitM attacks.”




Voice-enabled Devices Listen to Everything
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> Security and Privacy of User-Device Interactions

BLE-Guardian

e Access control layer to devices

BLE-Guardian -

[USENIX Sec "16]

e Continuous authentication interface to

[MobiCom 2017]
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BLE-Guardian | —
[USENIX Sec ’16] /./




BLE Primer

Advertising

Standby

i

Connection

Initiating

Standby: Low Power Mode. Receiver and
transmitter switched ‘off’

Advertising: Used by low power ‘loT Device'.
Only transmitter required.

Scanning: Used by ‘gateway’. Receiver listens to
advertising channels.

Initiating: ‘Gateway’ sends connection request

Connection: Communication over data
channels.



BLE Privacy & Security Effectiveness

* Indirect Advertisements
* Detected 214 different unique types of devices

* Address Randomization

ihere key finder One 37 00:17:E9:CB:F3:61
DEXCOMRX Glucose monitor Flex 37 00:17:E9:CB:F5:01
Frances’s Band ea:9d smartband Zip 37
Otbeat heart rate monitor Forerunner 920 36
JS00002074 digital pen Basis Peak 25

Revealing Names Consistent Addresses Poor Randomization




BLE Privacy & Security Effectiveness

* Device Pairing

BN Q@ FUE 4 44%m 1:15AM
& DISCONNECT
E0:46:BA:8A:1D:2E

Status: CONNECTED .
NOT BONDED °

Properties: NOTIFY, READ

Value: 60%

Descriptors:

Client Characteristic Configuration 3

UUID: 0x2902

Value: Notifications enabled

Device Information
UUID: 0x180A
PRIMARY SERVICE

Manufacturer Name String 4
UUID: 0x2A29

Properties: READ

Value: Fitbit

Software Revision String 14
UUID: 0x2A28

Properties: READ

Value: 16.31.6.3

PnP ID ¥
UUID: 0x2A50
Properties: READ

Value: Bluetooth SIG Company: Unknown
Product Id: 16
Product Version: 259

Advertise and accept
connections

60%m 3:54 PM
Flex DISCONNECT
F6:97:5F:94:17:84
Status: CONNECTED .
NOT BONDED °

PRIMARY SERVICE

Unknown Service
UUID: adab07be-6e7d-4601-bda2-bffaa68956ba
PRIMARY SERVICE

Unknown Service
UUID: 558dfa00-4fa8-4105-9f02-4eaa93e62980
PRIMARY SERVICE

Device Information
UUID: 0x180A
PRIMARY SERVICE

Battery Service
UuUID: 0x180F
PRIMARY SERVICE

Descriptors:

Client Characteristic Configuration 3
UUID: 0x2902

Value: Notifications enabled

Battery level

=

3 N ©

<« JS0000126B
F4:6A:BC:50:12:6B

54%m 4:28 PM

DISCONNECT

Status: CONNECTED
NOT BONDED

Client Characteristic Configuration
UuID: 0x2902
Value: Notifications and indications disabled

Measurement Interval 3 1+
UUID: 0x2A21

Properties: READ, WRITE

Write Type: WRITE REQUEST

Firmware Revision String 3
UUID: 0x2A26

Dronartice DEAD

Unique identifiers



It All Starts with the Advertisements...

Attacker

ﬂ
-/B)LE device h

Attacker BLE
‘ ( (\ device

Attacker

@

BLE device

Tracking User Profiling User Harming User

C Siesilitmittittipedsesprstfathviiirhaiatices it cymiaes e et




Can we effectively fend off the threats to BLE-equipped devices

(1) ina device-agnostic manner, and

(2) using COTS (Commercial-Off-The-Shelf) hardware only?




BLE-Guardian

Adversary

BLE-equipped
Device

Device Hiding

Access Control

BLE-Guardian




Device Hiding

e Jam BLE device advertisements to hide its existence

* Need to learn device advertising Interval
e Otherwise jamming will be ineffective or inefficient

Advertisement Listen

e : —

|
: | ref0,10],
|
|




Device Hiding

Advertisement session

I

Y h'd

) i3

Estimate advertising interval:
adv' = E(t;) —5



Ty + adv’

Y

o Max delay
Monitoring interval

e N

EEEEEEV

Ty +adv' —e Ty +adv' +e+ 10




Device Hiding

jamming

!

Y

)

Monitoring interval

e

* Detect RSSI (received signal strength indication) increase
* Apply jamming




At this point, the target BLE device is

hidden.

How to enable aCCessS to it?




Access Control

Bluetooth classic as an Client

OOB channel ( mﬂ\

BLE- Target BLE
Guardlan dewce
. | adv |

l_ IEEIZEIY—E'T Connection
é’Wiif = ,L,ﬁ% E’Jﬁ-i parameters
5E 'f_f_ ) (—Reduced Adv. .
Connectlon request —)
Connection parameters  ~zgiimasiamaion |
to distinguish g | |
Iegltlmate connection ( data
reg uest. data )




BLE-Guardian Prototype

i EXt e r n a | h a rd Wa re Please choose a device to hide:

* Programmable BT radio GALAXY Gesr (CE00)
* Open source firmware e
* Rx/Tx on each BT channel 1 | e

B8:5A:73:05:7E:20

Fob

1C:BA:8C:2F:18:28

* User-level app ® |

* Control BLE-Guardian S ol 1 s
* Update firmware seamlessly —




Evaluation

e Cut-off distance .
e lessthan 1m e P
'\3§, Zlé 8
- Slosz
* Impact on advertising channels 3z .8 ¢
e Less than 1 unnecessary jam in gﬁoollg :
20 ms in worst-case scenario §50 __g/
@) L
o
* Energy overhead 0 2 3w s e T2
gy #A@\%‘m&érs

e Less than 16%




Summary

* BLE-equipped devices enable:
 tracking, profiling and potential physical harm

* Challenge: Cannot modify BLE devices post-production

e Solution: BLE-Guardian
* Privacy protection for BLE device users
* Device agnostic and relies on COTS hardware
* Low overhead on advertisement channels




VAuth

[MobiCom 2017]




Voice — An Emerging Interaction

* While driving, cooking, exercising ...

e \/oice assistants and voice-activated devices




Voice Is an Open Channel

with repercussions ...

Malicious apps issuing Command injection

voice commands

through wireless signals Mangled voice attack

[Vaidya et al. ‘15, Carlini et al. "16]

[ Ben Itzhak '14]

[Kasmi et al. "15]




Why Not Voice Biometrics?

N WaveNet: A Generative Model for Raw
citibank Al bic

Adobe Voco 'Photoshop-for-voice' causes

% BARCLAYS concern
Bai'@'Research
B H 44T

CHINA MERCHANTS BANK Deep Voice: Real-Time Neural Text-to-Speech for Production

I I : ; B C {X} "Ok Google" Trusted Voice
This can be less secure: a similar
voice or recording of yours could

unlock your device.

N@N UANCE CANCEL OK




VAuth — ContinUuous Voice Authentication

accelerometer Real-time matching engine

Mismatch




VAuth Prototype

 Smaller than@
* Sensitive

* Analog-to-digital conversion
 Secure Bluetooth transmission |

(a) Wireless (b) Eyeglasses




Evaluation Results

e Recruited 18 users issuing 30 commands
* Three positions: (eyeglasses, earbuds, necklace)
* Two mobility scenarios: (still and jogging)
 Five languages: (English, Korean, Arabic, Persian, Chinese)

* Takeaways:
* Security: almost 0% false positive rate
 Accuracy: 97/% matching rate
e Overhead: 0.35s matching delay, 1 week on 500 mAh battery




Summary

* \Joice is an open channel
e Unauthorized access to voice-activated devices

* Challenge: Need continuous authentication mechanism for voice that
does not rely on signature

e Solution: VAuth

* Couple the voice channel with physical assurances from on-body vibrations
* Secure, real-time and continuous voice authentication




Conclusion of this Lecture

* Impact: Attack model/targeted scenario
* Novelty: technical elements
* Thoughtfulness: Evaluation
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