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ABSTRACT

Bluetooth-based location services have experienced signifi-
cant growth over the past decades. RSSI-based techniques
using beacons only provide meters-level accuracy. Angular-
based approaches rely on customized antenna arrays, intro-
ducing high costs and limited usability. In 2020, Bluetooth
Special Interest Group (Bluetooth SIG) released version 5.1,
integrating Angle of Arrival (AoA) estimation to enable direc-
tion finding capabilities, which has the potential to improve
localization across various fields, including logistics and in-
dustry. However, more than 4.1 billion devices (68% of the
total) still do not support the direction finding feature. To
address this issue and ensure backward compatibility, we pro-
posed BRIDGE, a solution that leverages an additional trigger
node (referred to as TRIGGER) to make the direction finding
feature compatible with all Bluetooth devices without re-
quiring modifications to existing hardware or firmware. The
TRIGGER mimics communication behaviors with both loca-
tors and targets simultaneously by sending a nesting packet.
Subsequently, processes and algorithms are delicately de-
signed to estimate AoA. BRIDGE also supports large-scale de-
ployment through dynamic packet flow switching, enabling
it to handle concurrent targets and manage handover with
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Figure 1: BRIDGE utilizes an additional trigger node
to make the official direction finding feature in BLE
v5.1 compatible with other versions of Bluetooth de-
vices. It enables the localization of any Bluetooth de-
vice through deployed BLE v5.1 locators.

a consistent operation pattern. We implemented and evalu-
ated BRIDGE in real-world scenarios. The system achieved
an average localization error of 33.4cm while extending the
direction-finding feature to 10 target devices of different
Bluetooth versions, indicating the effectiveness of BRIDGE.
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1 INTRODUCTION

Indoor localization techniques have long attracted atten-
tion to enable location-based services. Numerous approaches
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based on wireless protocols have been proposed including
WiFi [28, 34, 44, 45, 77, 88, 93, 94], Bluetooth [4, 10, 12, 46, 50],
ZigBee [38], Ultra Wide Band (UWB) [3, 95], and Radio Fre-
quency Identification (RFID) [25]. Among these, Bluetooth
and WiFi technologies stand out due to their broad infrastruc-
ture deployment and widespread support. WiFi can achieve
high-precision performance through integrated channel state
information (CSI) tools in commercial access points (APs),
however, few products support this feature, and continuous
scanning requires significant power consumption.

In comparison, Bluetooth, particularly with the advent of
Bluetooth Low Energy (BLE), offers lower power consump-
tion. Traditional BLE localization approaches are primarily
divided into two categories. One leverages received signal
strength (RSSI) propagation models [4, 10, 46, 50] or fin-
gerprints [24, 65, 66, 81] with pre-deployed beacons (e.g.,
ibeacon [4]), which typically achieve only meter-level ac-
curacy. With the growing demand for high accuracy in IoT
scenarios, especially in industrial asset tracking and automa-
tion applications, researchers are devoted to using multi-
input and multi-output (MIMO) capable software-defined
radio (SDR) [18, 54] or SDR with customized antenna ar-
rays [31, 67, 79] to measure angle-of-arrival (AoA) for im-
proved localization precision (i.e., decimeter-level accuracy).
However, these methods incur high additional costs and re-
duce usability. In summary, BLE has historically lacked an
integrated high-precision localization solution.

To address this problem, the Bluetooth SIG introduced
an updated version (v5.1) in 2020, which includes a novel
feature termed “direction finding” [6, 80]. This feature
leverages a switched antenna array integrated into locators
to estimate AoA, offering benefits such as high integration,
ease of deployment, and enhanced accuracy. Since its release,
numerous indoor positioning systems based on BLE 5.1 direc-
tion finding have been widely implemented across various
sectors, including logistics [22, 29, 40, 43, 53, 78, 84, 86], in-
dustry [1, 5, 19, 23, 39, 41, 56, 83, 90], healthcare [36, 37, 63],
retail [20, 82], events [57, 58, 89], and other areas [9, 18, 27,
64, 70, 96]. However, over 4.1 billion BLE devices, consti-
tuting approximately 68% of the market [7], remain incom-
patible with BLE direction finding due to the new packet
structure updates [6]. These devices, spanning both older
and newer BLE versions, cannot adapt to direction finding
service through software or firmware updates [52, 61]. The
substantial costs and impracticalities associated with replac-
ing either the existing infrastructure of these localization
systems or the chips pose significant challenges. This leads
to a crucial question: “Can we make direction finding compat-
ible with all BLE devices without modifying or replacing the
existing hardware or firmware?”

To answer this question, we present BRIDGE, a novel sys-
tem that employs an additional node (named TRIGGER) to
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enable the already deployed locators with the direction find-
ing feature to locate unsupported BLE targets, shown as Fig. 1.
TRIGGER is a fully controlled device with BLE signal sending
and receiving capabilities (e.g., SDR with limited antennas
or BLE development board) that can communicate with both
the locator and target, breaking through the limitation of
direction finding function. In practice, we have overcome
the following challenges to realize BRIDGE:

#1. How to imitate the direction finding process with-
out modifying the hardware or firmware of existing
locators and targets across different BLE versions?

To enable direction finding capabilities for originally un-
supported devices, TRIGGER must facilitate communication
with both locators and targets. It allows locators to con-
currently receive direction finding packets from TRIGGER
and sample signals from targets. This simultaneous commu-
nication, however, presents a significant challenge due to
the temporal overlap caused by the strict time constraint
inherent in the direction finding process. To address this
issue, we designed the nesting packet (Sec. 5), aiming to
carry out payloads for different receivers simultaneously.
Nesting packet involves two features: 1) it embeds two dis-
tinct packets into a single transmission, thereby ensuring the
preservation of all necessary content and structural integrity
of the original packets. 2) it should follow BLE bit stream
processing to guarantee error checking and time alignment.
Through the implementation of nesting packets, we facilitate
a process known as overhearing, where the signal sampled
by the locator will be partially substituted by the packet from
the target during the sampling period. This mechanism ef-
fectively supports a "bridged" direction finding functionality.

#2. How to achieve AoA estimation via overhearing in
a "bridged" direction finding feature?

Although overhearing is established, conventional AcA
estimation fails due to several factors: First, the arrival time
of the overhearing deviates, and overhearing only occurs
within a specific period (not the entire CTE period as nor-
mal). Second, the phase of the signal from the target differs
from the standard CTE (with constant frequency) in tradi-
tional direction finding, hindering the execution of standard
reference cancellation and carrier frequency offset (CFO)
estimation. Third, the "bridged" direction finding process
is prone to mutual RF interference and multi-path effects,
raising system robustness issues.

To address the above issues, we first proposed an ampli-
tude difference-based dynamic threshold to perform prelimi-
nary screening, followed by a differential phase derivative
correlation to eliminate spatial variations and achieve accu-
rate arrival time estimation (Sec. 6.1.1). Next, reference can-
cellation is conducted through a generated ideal signal with
known phase information (Sec. 6.1.2). For CFO estimation,
we proposed a 2-stage process to handle arrival fluctuations
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relative to the reference period (Sec. 6.2). Finally, we intro-
duced an antenna-level multi-packet combination along with
a sampling control algorithm to mitigate the interference
and ensure robust communication (Sec. 6.3).

#3. How to achieve large-scale deployment?

A single TRIGGER can cover up to 20 locators, allowing for
large-scale deployment with minimal additional hardware in-
stallation. To enhance scalability, we first propose a dynamic
packet flow switching mechanism to support concurrent tar-
gets based on the TRIGGER threshold and target quantities.
Additionally, we apply an identical operation pattern across
all TRIGGER to handle the handover problem (Sec. 7). We
implemented BRIDGE in real-world scenarios, and saves up
to 53.3% cost compared to existing SDR solutions.

To the best of our knowledge, BRIDGE is the first system to
make the official direction finding feature compatible with
every Bluetooth device. Extensive real-world experiments
show a 33.4cm average localization error. The results indi-
cate that BRIDGE empowers high-precision localization, not
limited to officially supported devices, with performance
close to that of standard systems.

Our contributions can be summarized as follows:

e We proposed BRIDGE, the first system that makes the
BLE official direction finding feature compatible with
every Bluetooth device without requiring any hardware
or firmware modifications by using a trigger node.

e We carefully designed a nesting packet for the trigger
node to carry out necessary payloads to mimic commu-
nication behaviors with both locators and targets.

e We developed a series of processes and algorithms to ac-
curately estimate AoA in the presence of dynamic packet
arrival and interference.

e We introduced approaches to support concurrent targets,
address handover issues, and enable cost-effective large-
scale deployment.

e We implemented BRIDGE in real-world scenarios, demon-
strating that it can achieve a 33.4cm localization accuracy.

2 RELATED WORK

Radio Frequency (RF) Based Localization. The increas-
ing demand for location-aware services has spurred propos-
als for numerous RF-based localization techniques, utilizing
WiFi [28, 34, 44, 45, 77, 88, 93, 94], Bluetooth [4, 10, 12, 46, 50],
ZigBee [38], UWB [3, 95], and RFID [25]. Due to its ubiq-
uity, WiFi-based techniques [28, 34, 44, 45, 77, 88, 93, 94] are
flourishing, leveraging commercial APs and using channel
state information (CSI) [34, 93] to realize high-precision by
specific network interface tools (e.g., Intel WiFi Link 5300
radios [34]). However, only a few commercially available
products possess such chipsets. Some effort [30, 69] attempts
to implement CSI for other chipsets, but the hardware needs
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to be modified. Moreover, continuous WiFi scanning causes
more power consumption [60].

In contrast, BLE’s low cost and power efficiency led to
its widespread integration across numerous devices. Con-
ventional BLE localization methods fall into two categories:
1) RSSI-based model: this type of works use BLE beacons
(e.g., iBeacons [4]) to obtain RSSI and establish propagation
models [10, 46, 50] or fingerprint [24, 65, 66, 81], achieving
poor localization accuracy of 3m and 1.3m, respectively. 2)
Angular-based model: Angular-based model aims for higher
precision by employing AoA, relying on MIMO capable
SDRs [18, 54] or SDRs with customized antenna array [31,
67, 79]. While more precise, these works entail higher costs.

In 2020, Bluetooth SIG released a new BLE standard (5.1),
introducing direction finding [6, 80] that integrated AoA
estimation. Many subsequent localization works [18, 27, 64,
70] and applications [1, 5, 19, 22, 23, 29, 39-41, 43, 53, 56,
78, 83, 84, 86, 90] have been proposed based on BLE 5.1 or
higher version. However, only a few commercial hardware
can support the directional finding feature, which limits
wider deployment [18]. To overcome this issue, we proposed
BRIDGE, expanding the direction finding feature to every off-
the-shelf Bluetooth device without modifying any existing
device, thereby elevating the applicability of BLE localization.
Cross-Technology Communication. Cross-technology
communications (CTC) [35] breaks down the communica-
tion barriers between different wireless protocols. Several
works [13, 14, 26] need hardware modification for message
exchange. Recent works focus on signal emulation for cross-
protocol communication like WiFi to ZigBee [11, 32, 48,
49] and WiFi to BLE [15-17, 47]. A series of Cho, Hsun-
Wei’s works [15-17] enables bi-directional communication
between WiFi and BLE. However, all these works need hard-
ware modifications or firmware updates on transmitter or
receiver sides and fail to implement high-precision local-
ization capability. WiBeacon [51] emulates BLE beacons by
modifying WiFi APs to expand BLE location-based services,
but its localization accuracy approximates RSSI-based ap-
proaches (around 1m). So far, high-precision localization is
still an urgent need, especially for industry or logistics needs.

Since the BLE direction finding feature can offer high-
precision localization capability, we attempt to break the
limitation that the BLE direction finding feature is only sup-
ported on a few BLE targets. Unlike most CTC techniques,
the premise of our work is not to modify existing devices
due to substantial costs for replacing existing infrastructure
or Bluetooth chips.

3 BACKGROUND
3.1 Bluetooth Low Energy (BLE)

BLE is booming in compact IoT devices for its low power
consumption and over 5.4 billion BLE-enabled devices were
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Figure 2: Packet flow of BLE v4.0 connection process.

shipped in 2023. Report [7] claims that over 97% of Blue-
tooth devices will include BLE by 2027, indicating the wide
availability of BLE in the future. BLE operates in 2.4GHz un-
licensed band which is equally divided into 40 channels [92],
including 3 advertising channels for connection establish-
ment and 37 data channels for exchanging data. Specifi-
cally, BLE modulates digital data by employing Gaussian
Frequency Shift Keying (GFSK) to confront noise.

Link layer characteristics. Fig. 2 depicts the packet flow of
the old-version (BLE v4.0) connection-establishment process.
When not being connected, the slave (peripheral device in
later-version specifications) device continues to broadcast
a protocol data unit (PDU) named ADV_IND through 3 ad-
vertising channels to wait for a connection request. The
master (central device) in the scanning state listens to the
advertising packets and sends the connection request packet
(CONNECT_REQ) back to a particular device, and the link
layer enters the Connection State.

The connection event is considered opened while the link
layer (LL) data PDU is transmitted through the remaining
37 data channels from both devices, named M—S (packets
from master to slave) or S—M (packets from slave to master).
Bit stream processing. In BLE communication, every trans-
mitted PDU needs to go through error-checking and whiten-
ing. The transmitter encrypts the payload, generates Cyclic
Redundancy Check (CRC), whitens it and the receiver de-
whitens, checks CRC, and decrypts the payload, respectively.

3.2 BLE Direction Finding Feature

To address the growing demand and increase the localiza-
tion accuracy of Bluetooth location services, Bluetooth SIG
integrated direction finding capability in version 5.1. With
this new feature, the BLE device (locator) can determine the
direction of a message being transmitted from another device
(target), significantly enhancing localization solutions.

Direction finding feature update. Several updates appear
on newly BLE after v5.1 comparing to previous BLE [6].
First, the data channels can also be used in the Advertis-
ing State, offering the opportunity to achieve direction find-
ing before entering the Connection State. Second, the pro-
tocol added an extended advertising payload to exchange
necessary data. Periodic advertising mode achieves direc-
tion finding by transmitting three PDUs (ADV_EXT IND,
AUD_ADV_IND,AUD_SYNC_IND), shown as Fig. 3. Partic-
ularly, additional fields named Constant Tone Extension
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Figure 3: Packet flow of BLE v5.1 for direction finding

feature and the structure format of newly added CTE.

(CTE) and CTE info in AUX_SYNC_IND are used to indi-
cate whether the packet supports direction finding.

CTE for AoA estimation. If the packet supports AoA detec-
tion, a specific CTE structure has a variable length ranging
from 16us to 160us, shown as Fig. 3. As a standard, the first
4ps are termed the guard period and the next 8us are termed
the reference period, following an alternating sequence
of switch slots and sample slots. The switching antenna
in the locator can parse the IQ samples that will be used to
calculate the phase difference in different elements of the
antenna array, which in turn realize the AoA estimation.

With the help of the newly direction finding feature, BLE

devices can integrate high-precision localization functions
internally. Numerous companies [21, 42, 68, 85, 87] have
introduced positioning systems based on BLEv5.1 tags to
serve industrial [1, 5, 19, 23, 39, 41, 56, 83, 90], logistics [22,
29, 40, 43, 53, 78, 84, 86], medical [36, 37, 63], retail [20, 82],
events [57, 58, 89], and other scenarios.
Limitation. Unfortunately, the direction finding has not
been widely supported in commercial BLE devices until now.
It is because such a feature significantly relies on CTE struc-
tures proposed after BLE v5.1. Lower-version BLE devices
cannot generate necessary CTE info to be recognized by
locators. Higher-version devices (e.g., phones of BLE v5.2)
may not necessarily support this feature due to cost consid-
erations. It is unrealistic to modify the hardware or firmware
of off-the-shelf devices, thereby preventing the direction
finding feature from being deployed on a large scale.

An intuitive solution to this issue is to enable the target to
send the specific packet to cheat CTE structure (somewhat
similar to CTC), however, facing severe difficulties of gen-
erating CTE info and channel alignment. According to BLE
protocol [6], channel number (essential for signal modulation
and channel alignment) changes due to the channel hopping
mechanism and stays unavailable on most commercial BLE
devices, making it hard to cheat CTE structure successfully.
m Key idea of BRIDGE. This motivates us to propose BRIDGE,
which tends to locate every Bluetooth device using the di-
rection finding feature integrated with deployed locators.
The key idea of BRIDGE is to introduce an additional TRIG-
GER node. In a nutshell, TRIGGER will function as a bridge
to synchronize time and channels as well as providing CTE

Sample
Slot 74
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(4ps)

Switch
slot
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Figure 4: System overview of BRIDGE.

Weighted Phase

AoA

info so that the locator can recognize and sample the specific
packet (S— M) broadcasted by targets at the appropriate time.
BRrIDGE helps extend the official direction finding feature to
have the potential to be widely applied and deployed.

4 SYSTEM DESIGN
4.1 Technical Assumptions

The goal of BRIDGE is to extend direction finding features to
all Bluetooth devices without modifying existing hardware or
firmware. In this work, we make the following assumptions:

e Already deployed locators supporting direction find-
ing protocol. We assume that there are already locators
that support direction finding in the scenario. These loca-
tors are originally prepared for BLE devices over v5.1. We
aim to make these locators available for lower versions or
direction finding unsupported BLE devices.

e Target devices should act as slave roles. We assume that
the target devices are in an advertising state, ready to es-
tablish connections. This is not a strong assumption since
slave (peripheral) roles are widespread, commonly for de-
vices without visible interfaces or control consoles (e.g.,
earphones). Smart devices like smartphones and smart-
watches can also act as connection slaves after operations,
which will not conflict with regular use.

e IQ samples are available during CTE periods. Core
specification [6] claims locators with switched antenna
arrays should be able to sample IQ data during CTE period.
Most direction finding solutions provide direct access to IQ
samples from locators [61, 72] and allow users to customize
their angular solutions. For rare cases, IQ samples can still
be accessed on direction finding localization servers during
the intermediate process of AoA estimation.

Following by above assumptions, the design objective
of BRIDGE goes to utilizing the existing Bluetooth direction
finding locators to accurately locate every Bluetooth device
with minimum cost of deploying additional hardware.

4.2 System Overview

The intuition behind BRIDGE is to introduce an additional
node called TRIGGER, which directly talks to both targets and
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Figure 5: Packet flow design of BRIDGE.
locators separately. The TRIGGER will serve as a bridge to
form a "bridged" direction finding feature between the locator
and the unsupported target. Fig. 4 shows the system overview
of BRIDGE, comprising four core components: trigger node,
locator, target, and localization server. Below, we introduce
the definition and functionality of each character:

o Trigger node: TRIGGER is a fully controlled device with
capabilities to send or receive Bluetooth signals, which can
be implemented using SDR, full stack BLE development
board, and so on. Once received AoA estimation command
from the server, TRIGGER will: 1) serve as connection mas-
ter to establish a connection with targets; 2) serve as a
virtual tag to send necessary CTE info packets to locators;
3) synchronize the time and channel between the target
and locator using well-designed nesting packet (details
shown in Sec. 5), aligning the target’s signal with the lo-
cator’s IQ sampling during the CTE period. Note that one
TRIGGER can cover 20 locators, allowing for large-scale
deployment with limited additional cost.

e Locator: As already deployed to locate direction finding
supported devices (tags), the locator will receive multiple
packets from TRIGGER, mirroring the reception process
typical of BLE 5.1 tags. The signal received by the locator
during the CTE period will be partially replaced by the
signal from the target, which is called overhearing,.

o Target: The target represents a device that needs to sup-
port direction finding features (e.g., lower version tags,
smartphones, controllers, etc). It should act as a slave role,
ready to establish connections. BLE device address is used
to determine a specific location target.

o Localization Server: The server (e.g., personal computer)
is physically connected to locators and TRIGGER, command-
ing TRIGGER as well as receiving IQ samples from locators.
IQ data is afterwards processed through AoA estimation
via overhearing including steps of switched antenna array
alignment, CFO estimation, and interference mitigation.

4.3 Packet Flow Design

To communicate with both locators and targets, TRIGGER
must act as a master to establish a connection to the target
as well as to imitate direction finding behavior to locators.
Since the protocol cannot be modified, the BRIDGE’s packet
flow is specially designed as it should obey the original flow

Locator
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estimation; (c) Meaningless content is appended for temporal adjustment to maximize the sampling of overhearing.

for both parties. Specifically, below walks through the packet
flow as shown in Fig. 5.

e Communication between TRIGGER and target: The
target advertised ADV_IND to be ready for connection
establishment. Once TRIGGER scanned ADV_IND, it should
send CONNECT_REQ and M— S packets to the target and
later hear a response packet (S— M) from the target. This
process is the connection event.

Communication between TRIGGER and locator: The
TRI1GGER should send ADV_EXT_IND, AUX_ADV_IND, and
AUX_SYNC_IND packets to locator for activating the di-
rection finding event and providing essential CTE Info.
Note that the original CTE is removed.
Synchronization and overhearing: To imitate direc-
tion finding behavior, M— S and AUX_SYNC_IND packets
should be transmitted within a strict temporal constraint
to achieve signal substitution in CTE period. This process
inevitably causes temporal overlap. Once successful, the
locator receives both CTE info from TRIGGER, followed by
aresponse (S— M) from the target just in time to substitute
sampling signals in CTE period (called overhearing). The
locators further obtained IQ samples for AoA estimation.
The following sections will present the details of BRIDGE,
and are committed to answering the following questions:
1) How to achieve packet flow by precisely synchronizing
channel and timing under condition of temporal overlap?
(Sec. 5). 2) How to accurately estimate AoA via overhearing
that differs from original direction finding feature? (Sec. 6)

5 SYNCHRONIZATION VIA NESTING
PACKET

5.1 Temporal Overlap in Alignment

TRIGGER serves as a bridge to provide CTE info as well as time
and channel synchronization, enabling locators to sample the
transmitted S—M. For channel alignment, since TRIGGER
is fully controlled, it can apply specific segments (channel
number) in packet CONNECT_REQ and AUX_ADV_IND to
determine which data channel to be used. For time align-
ment, it may similarly control the time offset and when

to send the packets. Note that the CTE part transmitted in
AUX_ADV_IND by TRIGGER is removed in advance. The goal
of synchronization is that the S— M packet exactly replaces
the removed original CTE part in AUX_ADV_IND when be-
ing received by the locators (called overhearing)
Unfortunately, the synchronization inevitably suffers from
a temporal overlap for TRIGGER to send packets, as shown
in Fig. 6(a). The synchronization requires the arrival time
of S—>M (with a length of T, > 80us enough to cover mul-
tiple cycles of antenna switching) exactly falls within the
CTE period T4, and occupies as long as possible for the lo-
cator to sample as much data of overhearing for later AocA
estimation. According to the communication process, the
interval between S—>M and M—S is Tips = 150 + 2us, which
is less than the length of received CTE info containing in
AUX_SYNC_IND (T3 > 160us). It means that no matter how
to adjust the arrival time of S— M, the transmission of M—§
and AUX_SYNC_IND must overlap in time, which will result
in transmission error or system failure when utilizing the
same channel in TRIGGER. To this end, we proposed a metic-
ulously crafted packet (named Nesting Packet) to transmit
the corresponding payload for each side in the next section.

5.2 Nesting Packet

The main function of a nesting packet is to carry out a
blended payload for different receivers through a crafted
packet design. The design objectives of the nesting packet
are listed below:

o Nesting packet should ensure all necessary original con-
tents and structures are unchanged.

o Nesting packet must obey the BLE bit stream processing
procedure for passing error checking and time alignment
when being received.

o The packet flow should maximize the occupying time of
S—M in the CTE period for sufficient sampling for later
AoA estimation.

Specifically, the structure and generating method of the
nesting packet is composed of four steps:
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Algorithm 1: Nesting Packet

Input: PDU X for original M — S packet, insert
position T, corresponding CRC initial value K,
and physical channel no. N.

Output: Updated content Y of M—S™ in nesting
packet satisfying modulate(Pr + AA +
whiten((X + CRC(X,K)),1,N),N) =
modulate(whiten(Y,T,N),N).

// Pr and AA: Preamble and Access Address

for the original M—S.

1 After GFSK demodulation:

—> Pr+ AA + whiten((X + CRC(X,K)),1,N) =
whiten(Y,T,N);

2 —> dewhiten(Pr + AA + whiten((X +
CRC(X,K)),1,N),T,N) =
dewhiten(whiten(Y,T,N), T, N);

3 —> Y = whiten(Pr + AA + whiten((X +
CRC(X,K)),1,N),T,N);

// Whiten and dewhiten process are the same.

4 return Y;

Packet insertion. Nesting packet should contain the con-
tents for both locator and target. According to official ad-
vertising payload format [6], a segment named "Adv Data"
offers a large reserved space which is enough for inserting
M—S packet. This modification will not interfere with the
transmission of necessary CTE Info content. As shown in
Fig. 6(b), the M— S packet will be appended to the "Adv Data"
segment in the nested AUX_SYNC_IND.

Packet encoding. It is crucial to ensure that the received
payload from the analog signal of the nesting packet for both
the locator and target exactly matches the original packets.
The pipeline of encoding M— S to newly M—S” in nesting
packet is shown in Algo. 1, considering the BLE packet format
of M—S as well as necessary bit stream process for TX and
RX including CRC generation and checking, (de)whitening.
Temporal adjustment. When a nesting packet is formed,
the packet length for TRIGGER to send will become longer.
Since the insertion position is near the end of AUX_SYNC_IND,
the locator can overhear only a small part of the front of
S—M, as shown in Fig. 6(b). This insufficient sampling
significantly influences the accuracy of AoA estimation. To
address this issue, we append meaningless content (multiple
0s) just after newly encoded M—S” to maximize the occu-
pying time of S—M in the CTE period, as shown in Fig. 6(c).
At this point, S—M is finally adjusted to arrive as soon just
after the end of AUX_SYNC_IND (with a minimum interval
in between). In addition, the length of meaningless content
can also be used to control antenna sampling to improve
performance, which will be discussed in Sec. 6.3.2.

CRC update. Considering the full payload in the nesting
packet including original contents, encoded M—S*, and ap-
pended contents for temporal adjustment, the CRC value of
AUX_SYNC_IND will be regenerated accordingly.
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Figure 7: Comparison of phase alignment between stan-
dard CTE and overhearing. AoA estimation in overhear-
ing mainly faces two challenges: 1) The arrival time of
S—M is uncertain; 2) The phase difference is related
to the content of S—M (unique phase shift gi')éH » ot
constant) and hard to eliminate.

6 AOA ESTIMATION VIA OVERHEARING

Once our synchronization via nesting packet successfully
aligns the time and channel in CTE period, the locator will
then sample IQ data of overhearing. However, AoA estima-
tion through overhearing mainly faces two challenges com-
pared to using original CTE signals: 1) Uncertain arrival
time: although the synchronization ensures the overhearing
occurs in CTE period, unexpected arrival time deviation still
appears due to hardware delay and temporal calibration; 2)
Unstable phase difference: The phase difference in over-
hearing is significantly related to the content of S— M, which
fluctuates instead of being a constant tone (standard CTE).
Specifically, as shown in Fig. 7, the phased difference be-
tween the sampling slots (initial phase difference across an-
tennas are automatically normalized and eliminated ) con-
sists of three parts: phase shift due to antenna spatial sepa-
ration (¢;,;+1), phase difference in modulated S— M signal
((;SéH ) and phase error caused by carrier frequency offset

(¢cro)- The part (/’JéH » is relevant to the content of S—M,
which is different from the constant phase difference (¢crg)
in standard CTE. AoA estimation requires clean extraction of
phase difference from antenna spatial structure (¢;41). In
this section, we introduce our detailed AoA estimation pro-
cess with the newly overhearing characteristics, including
switched antenna array alignment (Sec. 6.1), CFO estimation
(Sec. 6.2), and interference mitigation (Sec. 6.3).

6.1 Switched Antenna Array Alignment

We applied virtual reference antenna (VRA) to firstly remove
¢§_}  related to S—M packet. For such purpose, we first
estimate the signal arrival time to determine the effective
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overhearing proportion in CTE, then achieve reference can-
cellation with the generated phase for VRA.

6.1.1 Arrival Time Estimation. Unlike the standard CTE
period with a known duration of signal persistence, arrival
time deviation brings the uncertainty of where the overhear-
ing lies in the CTE sampling period. It leads to an indefinite
effective length of IQ samples from each S—M overhearing
(Fig. 7). We propose an algorithm for accurate arrival time
estimation including a preliminary amplitude judgment and
a ps-level differential phase correlation.

Preliminary amplitude judgment. Conventionally, the
amplitude of the signal can be used to determine the arrival
time based on a constant threshold. However, it fails in our
case because: 1) antenna switching and various polarization
patterns may cause amplitude drops suddenly; 2) the time
interval between samples is too large for ps-level accuracy.

Therefore, we propose a preliminary amplitude judgment
with a dynamic amplitude threshold to detect the existence
of a signal within each CTE. Specifically, as shown in Fig. 8(a),
it involves a dynamic amplitude threshold (empirically 0.35 x
average amplitude). To avoid outliers, 3 adjacent samples as
a group are calculated average. Through the above process,
a preliminary scope of overhearing has been determined.
Differential phase correlation. To accurately estimate
the signal arrival time in ps-level, it is essential to utilize
the phase information, which remains stabler than ampli-
tude during antenna switching. The corresponding ideal
phase can be generated from the decoded content of S—M.
Among existing techniques, phase correlation approach ben-
efits from its high robustness and phase consistence charac-
teristics on samples from the switching antenna array.

Unlike the proposed phase correlation method used in
SDR-based packet detection, in our case, the phase gener-
ated from the collected IQ samples cannot be directly used to
determine characteristics or calculate correlation peaks due
to the rapid antenna switching of the locator (causing addi-
tional phase shift and sampling rate mismatch). Therefore,
in our differential phase correlation process, phase from the
same antenna, with a time interval of a complete antenna
switching round t., is subtracted correspondingly to remove
the phase changes from the antenna spatial structure. Within
the preliminary scope from amplitude judgment, phase dif-
ferential with an interval of ¢, is generated for both real
and ideal phases separately (Fig. 8(c)(e) from (b)(d)). Os are
added to the real phase differential to compensate for the
insufficient sampling rate. These phase differential are then
convoluted to find the correlation peak, and the arrival time
can be derived as Ty, ipar = to + tideal — teorr» Where to, tideals
and t.,,» represent the beginning time of preliminary scope,
temporal length of ideal phase differential, and temporal
length to the convolution peak, respectively (Fig. 8(f)).
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Figure 8: Process of arrival time estimation. A prelimi-
nary amplitude judgment is conducted to determine
a preliminary scope of effective overhearing (Fig. (a)).
Phase differential is generated from both real and ideal
phases (Fig.(c)(e) from Fig. (b)(d)) to calculate correla-
tion peak (Fig. (f)) and determine the exact arrival time.

6.1.2  Reference Cancellation. Conventional reference can-
cellation in standard CTE remains unchanged because the
original CTE transmits a series of modulated 1s without
whitening, leading to a constant signal frequency. However,
BRIDGE leverages overhearing to sample the packet in the
CTE period. Since the target transmits S—M with varying
frequency through overhearing, the conventional reference
cancellation fails. To address this issue, the phase of the
virtual reference antenna is generated by using the ideal
phase of S—M. Specifically, given the ps-level arrival time
of S»M (Tyrrival), the phase difference of adjacent slots (T;
and T;41) caused by reference signal is then calculated by
sy = é?‘j;ﬁ’””“’ - A?’__f;""“”’, where </§ST_> A Tepresents
ideal phase of S—M at time T. Here, the aligned phase ¢;_,,
is still combined with multiplications of carrier frequency
offset phase error (¢cro), which will be addressed in Sec. 6.2.

6.2 CFO Estimation

Due to manufacturing imperfections and changes in the en-
vironment, a slight frequency difference exists between the
oscillators in the transmitter and the receiver called carrier
frequency offset (CFO). CFO estimation is crucial to estimat-
ing this frequency deviation for accurate AoA estimation. In
this section, we propose a CFO estimation algorithm suitable
for overhearing to strip ¢cro part.

Challenge in overhearing. For a standard direction find-
ing solution, the effective part must contain the complete
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Figure 9: Antenna sampling control.

reference period (8us). This time is adequate to use linear re-
gression to estimate the CFO precisely. However, the arrival
time deviation of overhearing may result in the effective part
only partially or even not falling within the reference period
(Fig. 7). In this case, the standard estimation approach pro-
duces large estimation errors and leads to failure. To address
this issue, we propose a 2-stage CFO estimation method:
Coarse-grained estimation. There are two conditions ac-
cording to the arrival time derived from Sec. 6.1.1: 1) If the
S— M packet arrives within the reference period, a linear
regression can still be applied to the aligned phase using
effective reference period samples. 2) If the S—M packet ar-
rives completely after the reference period, an empirical CFO
estimation (0.01rad) will be applied. This coarse-grained es-
timation ¢cro ¢, though only obtaining a rough estimation,
will be further used in the next stage.

Fine-grained estimation. For effective samples beyond the
reference period, we take the differential of the time of each
complete antenna switching round to eliminate the influence
of #1i41. Assuming a sampled phase sequence containing m
complete switching rounds with N antennas, which can be
denoted by [¢%,¢f, cee i\], cee Ll ¢,2n, .- ,¢,1,\l’], the fine-
grained CFO estimation can be calculated as:

Y SN, - ¢ + 2k)
2N2(m—1)

Pcro_f =

Note that (;SLJH - ¢f may exceed a cycle (27), we used the
coarse-grained estimation ¢cro . to determine the exact
number k of cycle passed for a complete antenna switching
rounds. Specifically, k = | (2N X ¢cro ¢)/(27)]. Therefore,
the fine-grained CFO estimation is more accurate than the
coarse-grained estimation due to its longer time interval
according to Moose algorithm [55].

6.3 Interference Mitigation

After above process, BRIDGE can extract phase difference
in antenna spatial separation (¢;_,;+;) for AoA estimation.
However, BLE direction finding is prone to interference with
other 2.4GHz RF signals and multi-path effects under com-
plex environments. To mitigate the interference, packet-level
combination integrates data from multiple packets for higher
accuracy [44]. It applies the AoA algorithm to each packet,
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Algorithm 2: Arrival Time Optimization

Input: A set X of all interfered antennas. Number of
all antennas N, sampling slots before, within,
and after the effective overhearing Ny, N,,, N,.
Currently the first sampling antenna Ay.
Output: Delay of the overhearing zs_, .
1 Max =0for —-N, <i < N, do
2 Si=0,Y = {A|A € [Ap+i, (Ap+N,,—1)+i],A € Z}
mod N // Modulo VAeY

3 foreach Aj € X do

4 ‘ ifAjeYthenSi=Si+1;

5 end

6 if S; > Max then Max =S;, Sol =i ;
7 end

8 return zs_,p = Sol X 2s;

and then filters across multiple AoA estimations, requiring a
large number of packets. To use fewer packets to improve the
update rate while achieving high precision, we propose an
antenna-level combination for intra-packet phase calibration
and apply an antenna sampling control algorithm.

6.3.1 Antenna-level combination. Our proposed antenna-
level combination first filters out the phase outliers of an-
tenna elements and applies a weighted average to the phase
of the virtually aligned antenna array.

Filter outliers. The anomalous pattern of phase derivative
for a specific antenna array with known spatial structure is
generated and compared to our sampled data. In a standard
antenna switching sequence, the phase derivatives remain
the same within each row and varies between rows. To de-
termine the bad readings of certain antenna samples, we set
a dynamic error ratio threshold of phase derivative (empiri-
cally 15%) for the adjacent antennas to filter outliers.
Apply weighted average. The weighted average is applied
to phase using Maximal Ratio Combining (MRC) [8] algo-
rithm based on the SNR of the received signal, since the
amplitude of samples indicates the relative signal strength
within the same CTE period, MRC is then applicable to better
calibrate the intra-packet phase.

6.3.2  Antenna sampling control algorithm. To mitigate the
interference coming in a burst, phase from adjacent anten-
nas may suffer from great error. As shown in Fig. 9, to have
antennas with bad readings (samples with red crosses) sam-
pling more in subsequent cases for efficient and accurate
Ao0A estimation results, we propose an antenna sampling
control algorithm as follows:

Antenna sampling arrangement. Notice that some an-
tennas may experience one more sampling slot than others.
After detecting antennas with phase bad readings (interfered
antennas), the overhearing can be advanced or postponed
to rearrange the first antenna sampling within the overhear-
ing period. We then determine to introduce a 7s5_,5s delay in
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Figure 10: Dynamic packet flow switching.

the next overhearing to maximize the number of interfered
antennas that can be sampled more in the next CTE event.
Arrival time optimization. Once given the effective over-
hearing in the sampling period, we can calculate the number
of sampling slots before, within, and after overhearing, as
well as the first sampling antenna index. After detecting
interfered antennas, we are then able to derive the set of
antennas with more samplings, and advance/postpone the
set within the calculated range to maximize the intersec-
tion with interfered antennas. Details of deriving the delay
Ts—um is shown in Algo. 2, and we may achieve the case by
appending n = 7s_,p1/8us more bytes in AUX_SYNC_IND.

7 SCALABILITY

Concurrent Targets Support. Facilitating positioning for
multiple concurrent targets is crucial for scalability. The stan-
dard direction finding feature allows locators to support tens
of concurrent Bluetooth v5.1 targets under connectionless
CTE mode. Therefore, the increased number of other Blue-
tooth devices by BRIDGE will not exceed the capability of the
locator. However, the TRIGGER can cover up to 20 locators,
and the increase of concurrent targets in this area may cause
channel blocking of TRIGGER, interfering with the stability
of the AoA update rate.

To maintain the update rate for concurrent targets, we in-
troduce a dynamic packet flow switching strategy (Fig. 10).
This method adjusts TRIGGER’s operational mode by compar-
ing the number of concurrent targets N, and the connection
number threshold N;j. Ny, is dictated by TRIGGER’s hard-
ware performance and latency considerations, and we set
N, to 4 to enable the latency of 35 ms.

1) N. < Nyj: TRIGGER keeps a connection with each tar-
get after an AoA estimation. Without repeated procedure
for establishing connections, the following nesting packet
(AUX_SYNC _IND and M—S) is transmitted in a shorter in-
terval, allowing a higher AoA update rate (Fig. 10(a)).

2) N. >= Nyj: TRIGGER fails to maintain all connections
for latency considerations. As a trade-off between stability
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Table 1: Comparison of cost and coverage

2

System Coverage (m?) Cost Cost per m
TyrLoc [31] 105 $1200 $11.4
Dead on Arrival [18] 25 $5000 $250
Su et al. [79] 72 $564 $7.83
Monfared et al. [54] 18 > $20000 > $1111.1
BRIDGE 875 $3198 $3.65

and update rate, we command TRIGGER to establish a new
connection for each AoA estimation, shown as Fig. 10(b), to
stably support a large number of concurrent targets.

TrR1GGER Handover. The large-scale deployment may result
in targets being overlapped by multiple TRIGGER and cause
handover problems. Due to the nature of connection estab-
lishment, the target can only connect to the first TRIGGER
sending CONNECT_REQ rather than the closest TRIGGER. If
the target is unexpectedly connected to a far-away TRIGGER
(due to the uncertainty of hardware latency), locators near
the target might not be successfully activated, which leads
to a lower AoA accuracy or even localization failure.

The traditional methods for selecting TRIGGER based on
packet RSSI [91] or target trajectory [97] are prone to errors
due to environmental interference. In our BRIDGE, we apply a
uniform operation pattern for all TRIGGER to handle the han-
dover problem. Each TRIGGER uses the same device address
in CONNECT_REQ and M— S, and maintains consistent time
intervals for corresponding packets. This uniformity allows
all triggers to do synchronization in the same way, and all
triggers covering the target can activate locators within their
coverage area to overhear from the target. Locators in the
vicinity of the target are all able to localize on the target,
thus improving localization accuracy.

System Cost. To reduce system cost, TRIGGER can be imple-
mented using general-purpose SDRs with only single-input
single-output capability. Nevertheless, strict latency demand
(150ps for BLE) filters out extremely low-cost SDRs (e.g., Plu-
toSDR [2]). Despite this, BRIDGE still maintains competitive
cost (especially against angular-based SDR systems [18, 31])
for two reasons: 1) No requirement of customized antenna
arrays: our BRIDGE utilizes the existing direction finding loca-
tors equipped with unified antenna arrays, saving extra cost
and effort to design and customize special antenna arrays; 2)
Easy deployment: our TRIGGER can cover more than 20 loca-
tors (supporting a large area of 875 m?), reducing the number
of required TRIGGER for fixed coverage area. As shown in
Table. 1, our BRIDGE using TRIGGER can save up to 53.3% cost
compared to other SDR-based angular localization systems
with the same coverage condition.

8 IMPLEMENTATION

This section presents a prototype implementation of BRIDGE,
comprising four parts, shown as Fig. 11.

Trigger node: We use Ettus USRP N210 [59] as TRIGGER,
with two antenna RF slots (TX/RX, RX2) enabling TX and
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Figure 11: Implementation of BRIDGE.
Table 2: Target devices

Appliance Model Company BLE version
Smartphone iPhone 5s Apple 4.0
Smartphone iPhone 15 Apple 5.3
Smartphone Mate30 Huawei 5.1
Smartphone Note 12 Pro Redmi 5.1
Smartphone P40 Huawei 5.1
Speaker LO7A Xiaomi 4.2
Controller Xbox Microsoft 4.0
Remote control YK10 Tiktok 5.0
Neck massager K5-2 SKG 5.0
Thunderboard Tags BG22 Silicon labs 5.2

RX simultaneously. The gains of TX and RX are set to 20dB
and 25dB respectively, for performance tradeoff between
coverage and packet error rate. Two identical bidirectional
antennas with 12dBi and 2300 — 2400MHz are used for TX
and RX. N210 is directly connected to the localization server
via GB Ethernet and controlled by the server.

Locator: The locator is developed using Silicon Labs Pro
Kit [75], comprising a radio board coupled with a Wireless
Starter Kit [74]. The BG22 radio board [73] features a dual-
polarized antenna array with 4 X 4 antenna slots.
Tracking targets: 10 common BLE devices of various BLE
version (from v4.0 to v5.3) are tested as targets (Tab. 2). None
of them originally supported standard direction find-
ing features. The targets include devices already in the
advertising state (remote, tags, etc.) that can be directly used,
and devices that require additional operations like initiating
pairing mode (e.g., smartphone, controllers, etc.) to begin
advertising. During experiments, all targets serve as slave
roles (peripheral), ready for connection establishments.
Localization server: We use a common Lenovo laptop
with a 4-core CPU @2.3GHz as the localization server. It is
connected to TRIGGER via Ethernet and to locators via USB,
receiving IQ samples from locators and applying further AcA
estimation algorithms.

9 EVALUATION
9.1 Experiment Setup

Environment and deployment. The following experiments
are conducted in a reading room (35m X 25m area) of a
school library, including, opening space, tables and chairs,
and crowded bookshelves (floor plan depicted in Fig. 12).
Locators are deployed on the ceiling, and targets are carried
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Figure 12: Experiment environments.

on human hands to simulate everyday usage. All evaluated
targets remain stationary to simplify the experiments, and
mobility issues can be solved by existing post filters (simi-
larly to current direction finding systems). One TRIGGER is
put on a table in the central area to fully cover the whole
area. Ground truth data for the locations of targets is col-
lected manually. Unless in Sec. 9.4 discussing the impact of
concurrent targets, experiments are all conducted with only
one device being localized, at each target point in turn.
Comparison schemes. The comparison schemes include
the following localization systems: standard BLE direction
finding, iBeacon, RSSI-based fingerprint, and our proposed
BrIDGE. For standard BLE direction finding, a direction find-
ing tag acts as a target, and for iBeacon and fingerprint, the
existing beacons are utilized with slightly different arrange-
ments on the ceiling.

9.2 Microbenchmark

In this section, we evaluate the impact of system components.
Here, 4 devices (Huawei P40, Thunderboard tags, remote
controller, iPhone 5s) are tested for microbenchmarks.

Nesting packet. To determine the packet success rate of
nesting packet, the success Rx rate is compared when trans-
mitting: 1) M—S only; 2) AUX_SYNC_IND only with the
same length of nesting packet; 3) nesting packet with Rx for
two packets individually. After 2000 times of TX for each
case, Fig. 13 shows that our nesting packet slightly affects
TX and Rx, where a slight decrease (only 2.5%) of Rx M— S
possibly results from the signal interference ahead and after.
Switched antenna array alignment. An AoA estimation
error performance is compared for following three cases:
our switched antenna array alignment with arrival time es-
timation and reference cancellation, reference cancellation
with an amplitude threshold-based arrival time estimation,
and without phase alignment. Fig. 14 shows that our method
performs the best, amplitude threshold-based method suffers
from large error when wrongly estimating the arrival time,
with 90% AoA error below 3.1°, 15.8°, and 61.9° respectively.
CFO estimation. The AoA error is compared with different
CFO estimation methods including our coarse-grained and
fine-grained method, coarse-grained only, and without CFO
estimation. Fig. 15 shows that the fine-grained CFO leads to
a higher AoA accuracy, while coarse-grained suffers from
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large error when it lacks an effective reference period, with
90% AoA error below 1.64° and 3.77° respectively.
Interference mitigation. The AoA error is compared using
various interference mitigation methods: packet-level com-
bination with 3 or 5 packets, and antenna-level with 1 or 3
packets, enabling our antenna sampling control algorithm.
Fig. 16 shows our antenna-level combination with 3 packets
achieves the best AoA accuracy performance (90% error be-
low 1.63°), and even a single packet achieves higher accuracy
than 3 packets with packet-level (90% error below 3.54°over
4.76°), proving the efficacy of mitigating interference.
Handover. To evaluate BRIDGE’s ability to handle the han-
dover problem, we introduce another TRIGGER put in the
corner of the reading room to emulate the handover process.
The target is put in the coverage of both 2 TRIGGER, and the
successful CTE sampling events from nearby 4 locators are
collected, with 500 CTE rounds in total. The following han-
dover solution is compared including trajectory prediction,
RSSIbased determination, and our method, Fig. 17 shows that
our method achieves over 90% success rate for all 4 nearby
locators, successfully dealing with the handover problem.

9.3 Overall Performance

For overall performance, all schemes in our BRIDGE are en-
abled to achieve the best overall performance. Notice that,
for those SDR-based BLE AoA localization systems with cus-
tomized antenna array [31, 67, 79], their angular/localization
error perform inferior to (or close to) the standard direction
finding system. We, therefore, adopt standard direction find-
ing system as our localization system performance baseline.
Localization accuracy. The overall localization accuracy is
compared with four schemes (listed in Table. 3): our system,
standard direction finding, iBeacon, and RSSI fingerprint
method. The results indicate that our system achieves a lo-
calization error of decimeter level (33.4cm), which is close
to the standard direction finding system (20.9cm) and far
better than methods utilizing RSSI (meter-level accuracy).
The slight accuracy gap between BRIDGE and the standard
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Schemes Average Median 90% Current
iBeacon [4] 223.1 188.5  460.4 2.72
RSSI-based fingerprint [91] 100.9 83.8 200.9 2.73
Standard direction finding 20.9 18.1 42.1 2.81
BRIDGE 334 28.3 72.0 2.71
(Idle) 2.66

method rises from the shorter effective overhearing than
standard CTE length and its frequency changes.
Power consumption. We measure the power consump-
tion of the same target (thunderboard tag) under different
schemes: idle, iBeacon, RSSI-based fingerprint, standard di-
rection finding and our BRIDGE. The advertising or periodic
advertising intervals are all set to 100ms to ensure the same
update rate. The real-time power is monitored using the
Energy Profiler in Simplicity Studio [76]. Given the same
voltage (3.3V), the average current within 1min is monitored
(Table. 3) to compare the real-time power consumption. Our
BRIDGE achieves a similar power consumption performance
(2.71mA) to other beacon modes, which is slightly lower than
the standard direction finding power consumption (2.81mA)
since the TRIGGER shares the alignment tasks with locators.
In addition, we conduct a real-scenario power consump-
tion test for mobile phones. Four smartphones are tested
for power consumption (battery level) under several condi-
tions: Bluetooth off, Bluetooth on, and Bluetooth on with
our BRIDGE localizing. They undergo an hour test, all staying
in standby mode with a full battery at the beginning. Also,
when being localized by our system, they keep BLE advertis-
ing with the same interval (150ms) and TX power (—8dBm)
to control the variables of power consumption. Fig. 18 shows
that our localization system does not cause a considerable
additional power consumption to the targets.

9.4 Impact of Factors

Impact of target types and BLE version. All listed devices
are tested, though within a subspace (not the whole reading
room), and Fig. 19(a) shows that all the median AoA errors are
less than 2°. For different BLE versions (darker color indicates
a higher BLE version), the AoA accuracy does not perform a
trend, proving that our system has consistent effectiveness
for devices of various types and BLE versions.

Impact of interference. To test our interference mitiga-
tion method under different interference levels, tests are con-
ducted in the library under different periods: daytime around
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2 pm with heavy interference, and late evening around 10 pm
with light interference. Fig. 19(b) shows the results that for
both light and heavy interference, our method improves the
performance by 0.4° and 1.7° of 90% AoA error, respectively.
The highest interference level in our evaluated scope is lim-
ited that the standard direction finding system works fine.
Given the ability to detect the channel congestion and dynam-
ically select the idle channel when establishing connections
in lower version BLE devices [71], BRIDGE can ensure its
robustness under complex RF interference.
Impact of environments. Three representative areas are
specially analyzed with different environments, named as
opening spaces, areas with tables and chairs, and crowded
bookshelves. Fig. 19(c) shows that our system has the 90%
AoA error below 0.8°, 1.3°, and 3.4° under these environments,
respectively. Crowded bookshelves will bring more occlusion,
thereby causing a relatively large error.
Impact of concurrent targets. Three different work modes
are tested: establish a new connection for each AoA estima-
tion round, keep connection, and our dynamic packet flow
switching method (maximal connection threshold set to 3),
with the number of concurrent targets increasing from 1 to
7. The average AoA interval for all targets is collected to
evaluate system latency. Fig. 19(d) shows that: always estab-
lishing new connections suffers from a relatively low update
rate with a small number of concurrent targets compared to
other methods while keeping connection experiences system
failure with > 5 concurrent targets. In addition, the average
localization accuracy can still be maintained (35.7cm with 7
concurrent targets), indicating a well-balanced performance
with a considerable update rate and strong system robustness.

10 DISCUSSION AND CONCLUSION

TRIGGER selection. For those SDRs satisfying latency re-
quirements (e.g., USRP N210 in our prototype system), their
multifaceted proficiency surpasses the stipulated demands
by a considerable margin. One possible solution to lower the
SDR cost is to combine several low-cost SDRs (e.g., HackRF
One [33]) to achieve parallel Tx and Rx, which may reach the
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latency demands (after coding or programming optimization)
for our BRIDGE. Another choice is to use the Bluetooth de-
velopment board with an open Bluetooth Stack (e.g., Kinetis
KW417Z [62]) that can be modified by uploading firmware to
run our system program, which greatly economizes costs.
Also, the function of TRIGGER may be merged into the
deployed locators to further reduce the extra cost. Currently,
we establish our BRIDGE without modifying the existing loca-
tors (either software or hardware). Given locators with open
permissions (or through firmware modifications) to activate
the antenna switching function manually, the locators can
take the response of TRIGGER to synchronize the time and
channel for overhearing, similarly to our BRIDGE.
Multi-protocol support. BRIDGE is now available for Blue-
tooth devices. Particularly, direction finding feature has po-
tential to be expanded to various wireless protocols (Zigbee,
WiFi, etc.). Similar to CTC, once TRIGGER is designed to syn-
chronize multi-protocol devices and achieves overhearing,
our system can support multiple protocols in the future. A
multi-protocol support will greatly benefits the direction
finding systems, providing a universal paradigm for hign-
precision indoor wireless positioning.
Practicality. BRIDGE is not aim to replace or alternate the
established direction finding systems, but to act as a role of
making up the compatibility for a large number of existing
and unsupported devices. The newly proposed Bluetooth
5.1 direction finding only covers a limited number of BLE
devices, urging backward compatibility updates to expand
its versatility. Our BRIDGE provides an integrated solution
that makes the high-accuracy direction finding system com-
patible with all BLE devices, even without their original
manufacturer’s software or firmware updates. When Blue-
tooth SIG reveals a new version of the core specification (e.g.,
v4.x to v5.0), devices of the old version cannot support new
features unless they make a hardware replacement (SoC).
Our BRIDGE can still function with a high value, since it is
impossible to replace all existing Bluetooth devices at once.
Conclusion. We propose BRIDGE, leveraging an additional
trigger node TRIGGER to bring BLE official direction find-
ing feature compatible with every Bluetooth device without
modifying existing hardware or firmware. Extensive results
indicate the effectiveness of BRIDGE, reporting an average
33.4cm localization error in real scenarios.
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